











What Do NNT Provide?
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» Event Log messages forwarded from hosts/devices SERVE;R_T
» Security Incidents and Key Events correlated and alerted LDATABASE
SERVERS
» Any breach of Compliance Rules reported, including File Integrity I . I’/
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» Devices are also tracked for Configuration Changes "
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» Planned Changes and all Unplanned Changes are detected
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» Device Hardening Templates can be applied for all Security and Gover- l SERVERS
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About NNT

NNT build the world’s
best solutions for
tracking and managing
change, managing
and protecting users,
maintaining system
performance and
ensuring availabil-

ity across the entire
enterprise.

Understanding and
managing the day to
day changes within
your environment is
critical to establishing
and maintaining reli-

able service. NNT Solu-

tions are affordable
and easy to use.

NNT help you establish
and maintain a ‘known
and compliant’ state
for your IT systems.
Including: PC, Net-
work, Software, Host
Machine and Database.
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Conclusion - The NNT View

As the familiarity and understanding of the PCI DSS matures, so will the ex-
pectation levels increase for all payment card merchants of all levels/tiers to
implement every technological security measure available.

Delivering a pragmatic response to the need for file integrity monitoring
across all platforms that is effective, easy to deploy and manage and, above
all, affordable, will continue to pose a challenge.

NNT can help - using our Change Tracker Enterprise and Log Tracker Enter-
prise solution set will provide everything that a Payment Card merchant
needs to become, and remain, PCl DSS compliant.

NNT PCI DSS Compliance solutions cover the following
» configuration hardening

» change management

» event log correlation

» file integrity monitoring

NNT Change Tracker and Log Tracker Enterprise - Compliance Clarified

» Audit Configuration Settings - The core function of NNT Change Tracker
Enterprise is to first understand how your IT estate is configured

» Compare Audited Settings Against Policy - Configuration settings are
assessed for compliance with any policy or standard relevant to your
organization and deviations highlighted

» Continuously Monitor Configuration Settings - Configuration attributes
are then monitored continuously for all changes, both from a compliance
standpoint and from a general change management/control standpoint

» Change Management Process Underpinned - Authorized changes which
have been approved via the formal change management process are rec-
onciled with the original RFC to ensure the correct changes were imple-
mented accurately

» The Change Management ‘Safety Net’ - All unplanned changes are flagged
up for review immediately to mitigate security integrity or service deliv-
ery performance

» SIEM Event Log Correlation - Centralize and correlate event logs mes-
sages from all windows, unix/linux, firewall and IPS systems

TO REQUEST A FREE TRIAL OR DISCUSS ANY AREA COVERED IN THIS WHITEPAPER,
PLEASE CONTACT US AT info@nntws.com

www.nntws.com page 6



