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<NNT:M The HITECH Act - The Teeth and Claws of HIPAA

Some Good News...

Like all things in life there’s usually a process to follow and HIPAA and HITECH are no
different. The main headings that will need to be addressed are:

» Administrative Safeguards - specifically written evidence of measures
adopted to ensure compliance. Internal auditing in particular change man-
agement processes, approvals and documentation to provide evidence that
systems and process is properly governed

» Physical Safeguards - including access controls, restrict and control access
to equipment containing PHI information. This will include the use of Fire-
walls, Intrusion Protection technology and with particular focus on worksta-
tion, mobile/remote worker security

» Technical Safeguards - Configuration ‘hardening’, to ensure that known
threats and vulnerabilities are eliminated from all systems, with a zealous
patch management process combined with anti-virus technology, regularly
tested and verified as secure. Strong Monitoring for security incidents and
events, with all event logs being securely retained is also a key measure to
safeguard IT system security

Sounds Familiar...?

In fact, the scope of the standard is quite similar in respect of its approach and its
measures to the PCI DSS (The Payment Card Industry Data Security Standard), which is
another security standard all healthcare providers will now be familiar with.

The PCI DSS is concerned with the secure governance of Payment Card data, and any
‘card merchant’ i.e. an organization handling payment card transactions.

Therefore it makes sense to consider measures for HIPAA compliance in the context of
PCI DSS also, since the same technology that helps deliver HIPAA compliance should
be relevant for PCI DSS. Or to put it another way - compliance with one will signifi-
cantly assist compliance with the other.
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What Do NNT Provide?

A
mlvyen, | —

» Event Log messages forwarded from hosts/devices SERVE;R_T
» Security Incidents and Key Events correlated and alerted LDATABASE
SERVERS
» Any breach of Compliance Rules reported, including File Integrity I . I’/
Changes ,

» All platforms and environments supported, all devices and appliances V

Sy

" 4 UNixXLINU
|

REPOSITORY

- (e

EVENT LOG CORRELATION —
OTHER LOG

COMPLIANCE RULES -
ALERTING |Sf:>j'"RCE
‘ || . ROUTERS

A e

FIREW ALL

|
I‘ OTHER
APPLIANCE

=
» Devices are also tracked for Configuration Changes "
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» Planned Changes and all Unplanned Changes are detected
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About NNT

NNT build the world’s
best solutions for
tracking and managing
change, managing
and protecting users,
maintaining system
performance and
ensuring availabil-

ity across the entire
enterprise.

Understanding and
managing the day to
day changes within
your environment is
critical to establishing
and maintaining reli-

able service. NNT Solu-

tions are affordable
and easy to use.

NNT help you establish
and maintain a ‘known
and compliant’ state
for your IT systems.
Including: PC, Net-
work, Software, Host
Machine and Database.
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Conclusion - The NNT View

The HITECH Act brings with it a renewed focus for HIPAA and places the onus
for secure governance of patient data back with the healthcare and insur-
ance providers. However, this initiative should be embraced, not just because
there is additional legislation behind it, but because the potential cost of los-
ing the trust of your customers and patients as a result of a security breach
would be more devastating than any fine or lawsuit.

NNT can help - using our Change Tracker Enterprise and Log Tracker Enter-
prise solution set will provide everything that a Payment Card merchant
needs to become, and remain, PCI DSS compliant.

NNT PCI DSS Compliance solutions cover the following
» configuration hardening

» change management

» event log correlation

» file integrity monitoring

NNT Change Tracker and Log Tracker Enterprise - Compliance Clarified

» Audit Configuration Settings - The core function of NNT Change Tracker
Enterprise is to first understand how your IT estate is configured

» Compare Audited Settings Against Policy - Configuration settings are
assessed for compliance with any policy or standard relevant to your
organization and deviations highlighted

» Continuously Monitor Configuration Settings - Configuration attributes
are then monitored continuously for all changes, both from a compliance
standpoint and from a general change management/control standpoint

» Change Management Process Underpinned - Authorized changes which
have been approved via the formal change management process are rec-
onciled with the original RFC to ensure the correct changes were imple-
mented accurately

» The Change Management ‘Safety Net’ - All unplanned changes are flagged
up for review immediately to mitigate security integrity or service deliv-
ery performance

» SIEM Event Log Correlation - Centralize and correlate event logs mes-
sages from all windows, unix/linux, firewall and IPS systems

TO REQUEST A FREE TRIAL OR DISCUSS ANY AREA COVERED IN THIS WHITEPAPER,
PLEASE CONTACT US AT info@nntws.com
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